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ARTICLE INFO ABSTRACT

Received: 21 October 2022 This study delves into the realm of complex testing methods, which play
Accepted: 24 November 2023 a pivotal role in ensuring the functionality and integrity of information
Published: 28 November 2023 systems. It provides a comparative analysis of five primary testing

methods: performance testing, automated testing, availability testing,
KEYWORDS usability testing, and security testing. The research underscores the
Complex Testing Methods, Quality ~ challenges faced during the practical application of these methods and
Control, Information Systems. highlights the critical importance of experienced testers, effective
communication, a stable testing environment, regular testing, and the
utilization of appropriate tools to enhance security and automation.

The fast-paced evolution of technology has resulted in increasingly
complex information systems. As a result, the need for effective testing
methods to maintain quality control has grown substantially. Complex
testing may be necessitated by a multitude of factors, including intricate
component dependencies, the integration of cutting-edge technologies,
and stringent adherence to security and performance standards. In
addition to these complexities, technology organizations encounter
challenges such as limited resources, time constraints, and the rapid pace
of technological change.
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Introduction.

With the increasing complexity of modern information systems, ensuring their quality,
reliability, and performance is of paramount importance. This study conducts a comparative analysis
of complex testing methods to illuminate the challenges they present and provide insights into best
practices for their application [1].

The study encompasses an in-depth analysis of five complex testing methods, each tailored to
specific tasks and objectives. These methods include Performance Testing, Security Testing, Test
Automation, Usability Testing, and Accessibility Testing. As organizations grapple with diverse
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quality control challenges, the choice of testing methods becomes a critical decision to ensure that the
unigue demands of each situation are met [2-4].

Selecting and implementing testing methods for specific contexts can be a daunting
undertaking for organizations. Inadequate testing can result in undetected defects, exposing systems to
security, performance, and functional vulnerabilities. Conversely, overly rigorous quality control can
strain an organization's resources, budget, and timeline, potentially causing delays in system
implementation. Therefore, the selection of testing methods must thoughtfully consider the distinctive
challenges of the products and systems being tested.

Optimizing quality control is instrumental in achieving the efficient operation of information
systems. A comprehensive understanding of complex testing methods, along with the ability to discern
the issues each method can address, is indispensable. By tailoring testing approaches to suit the unique
challenges of the products and systems at hand, organizations can strike a balance between quality
control and efficient system development.
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Figure 1. Ishikawa Chart Testing Challenges.

Materials and Methods.

An Ishikawa diagram was employed to identify potential causes of a quality characteristic.
This diagram is structured around six primary categories: resources, processes, environment,
personnel, management, and requirements. Each category was further subdivided into more specific
potential factors that could influence software quality [5-7].

The Ishikawa diagram played a crucial role in pinpointing the principal challenges.
Subsequently, it became essential to investigate specific testing methods and types in the context of
these challenges. Given the multitude of testing methods available, it was imperative to determine
which methods are considered complex within the technological landscape. To achieve this, a small-
scale quantitative study was conducted, and the Pareto principle was applied to select the methods. A
total of 65 specialists in the field participated in the survey [8].

2 RS Global



World Science 4(82), 2023

Table 1. Complexity of testing methods.

Testing methods Responses
Performance Testing 42
Security Testing 38
Usability Testing 30
System Testing 25
Acceptation Testing 18
Integration Testing 13
Unit Testing 12
Compatibility Testing 9
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Figure 2. Complex testing methods, Pareto diagram.
Results.

Seventy-five professionals who received a questionnaire link through the social platform
LinkedIn and email actively participated in the structured interviews. Geographically, the distribution
of participants was diverse, ensuring a comprehensive perspective and enhancing the study's validity.

The participants represented various roles within organizations, including Quality Assurance
(QA), management, development, operations, and other categories. This broad distribution provided a
holistic view of the software testing landscape, encompassing the viewpoints of those directly
involved in testing, process managers, and individuals influencing quality through different avenues.

Responses regarding the adequacy of experienced testers and the clarity of communication
within teams shed light on essential aspects of team dynamics and resource allocation. These
findings are pivotal for comprehending the current testing methods' effectiveness and identifying
potential areas for enhancement.
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Insights into test environment stability and tester proficiency offered a deeper understanding of
both technical and human factors. These responses contributed to a more comprehensive picture of the
infrastructure supporting the testing process and the skills and experience of the individuals executing it.

The frequency of various testing types, such as performance and usability testing, indicated
how often these complex methods were employed. Differences in testing frequency could be attributed
to various factors, including project nature, resource availability, or specific client requirements.

Evaluations of the current security testing methods' effectiveness and the implementation and
impact of automated testing provided valuable insights. Understanding the perceived effectiveness of
these methods highlighted areas of operational efficiency and areas requiring improvement.

Responses concerning testing duration and the prioritization of testing tasks offered valuable
insights into the challenges faced by testers in real-world scenarios.

The challenges reported in real-time monitoring of implementation results offered a deeper
understanding of potential issues that might arise during this critical phase. These insights can inform
strategies to mitigate such issues in future projects.

It is noteworthy that clear trends are emerging in the field of testing, focusing on efficiency in
security testing methods, the adoption of automated testing, the establishment of stable test
environments, addressing limitations in testing (such as time and resources), and improving the
documentation of test cases. These trends align with the Pareto principle, emphasizing the significance
of these five key areas for improvement.
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Figure 3. Analysis of problems identified as a result of the survey.
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Also, three main challenges were identified: lack of visibility into system performance, difficulty in
correlating data between systems, and slow response times to resolve issues.
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Figure 4. Survey results-challenges.

In summary, the research findings offer a comprehensive understanding of the present state of
software testing, particularly within the domain of complex testing methods. The challenges reported
and the perceived effectiveness of these methods serve as significant indicators of potential areas for
enhancement and development. It is essential to acknowledge that these insights reflect the
experiences and viewpoints of the survey participants, and further research could contribute to a more
exhaustive grasp of the field.

Discussion.

The current research delves deeply into complex testing methods in the realm of information
systems and highlights the diverse challenges associated with them. This study rigorously examines
performance testing, automated testing, security testing, accessibility, and usability testing through a
systematic analysis of both qualitative and quantitative data.

The survey data has unveiled invaluable insights into the practical implementation of these
testing methods. It is evident that the real-world application of these methods presents a myriad of
challenges, ranging from resource limitations to effectively conveying requirements. The availability
of skilled testers varies considerably across different geographical locations and organizations.

Conclusions.

This study has surfaced valuable perspectives from the field, enriching our understanding of
the current status of complex testing methods in information systems. It underscores the significance
of employing a mixed methods approach to research, one that combines qualitative and quantitative
data to obtain a well-rounded comprehension of the subject matter.
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