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Beryn, mocranoBka npo6JemMu. 3HauymuM (HaKTOPOM CHOTOJICHHS € CTPIMKHH PO3BUTOK
MOJITHYHUX, EKOHOMIYHHMX, HAYKOBHX, OI3HECOBHX, TOPTiBEIbHHUX, iH(OPMALIHHUX CYCHUIBHUX
BIIHOCHH $5Ki Oe3MOCepeNHbO BIUIMBAIOTh HE TUIBKM HAa MDKHAPOJIHHMM CTaH, a W Ha BIiAMOBIAHI
MPOIIECH Y KOHKPETHUX KpaiHaX, a TAKOXK Ha 3IIHCHEHHs IMpaB, 3aJ0BOJICHHS IHTEpPECIB 1 moTped iX
TPOMaJSIH Ta JEepPKaBHUX IHCTUTYIIH. O/HIEIO 3 OCHOBHMX BUMOI NPH peaizallii IUX BiJHOCHH €
MIBHJIKKE 0OMiH iH(OpMaIli€to, BitoOpaskeHoo B IMppoBOMY BUTJIsIII, 3a0e3nedeHHs ii aKTyaJIbHOCTI,
HaJIMHOCTI, IITICHOCTI, OMEPaTUBHOCTI, IICHTUYHOCTI, JIOCTOBIPHOCTI 1 TOBHOTH.

[MotyxHi iHpOpMaIliifHi KOMIT'IOTEpHI TEXHOJOTI] CTBOPIOIOTH HOBI MOKJIIMBOCTI 338 paxyHOK
BUKOpUCTaHHS nudpoBoi iHpopMaIii (JaHWX), 10, B CBOIO YEpPry, CTBOPIOE HOBI CYCIIUIbHI
BIJTHOCHHH, SIKI BHHUKAIOTh MDK Cy0’€KTaMH MpPaBOBIJHOCHH TiJ Yac: eJIeKTPOHHOrO OOMIiHY
inpopmariiero (Electronic Data Interchange); enextponHoro pyxy kamitany (Electronic Funds
Transfer); enekrponHoi Toprieni (e-Trade); BUKOpHCTAaHHS eNEKTPOHHUX Tpoiel (e-cash);
CIIEKTPOHHOr0 MapkeTHHry (e-market); enekrpoHHoro OGaHkiHry (e-banking); eIeKTPOHHOI CHCTEMHU
310poB’s (e-health) Ta B inmmx B cepax. OOMiH iH(pOpPMAIIIEIO 3AIHCHIOETHCS B MPOIIECT SIEKTPOHHUX
TpaH3akiii y Gopmi enekTpoHHHX (UPPOBHX) NOKyMeHTiB. HaniitHicTh iHpopMalii mijg yac oOMiHy
3a0e3MeUyeThCsl 3aB/SKA 3aCTOCYBaHHIO JIOBIPUMX ENIEKTPOHHUX TOCIYT, @ BUMOTH JOCTOBIPHOCTI i
LUTICHOCTI iH(opMaIlil — 3aBISIKH 3aCTOCYBaHHIO aJITOPUTMIB ITU(PPOBOr0 KPUIITOrpadiuHOro 3aXUCTy
13 BUKOPUCTAHHSIM TEXHOJIOT11 eNleKTpoHHoro mifnucy. OaHaK, IIUPOKe 3aCTOCYBaHHS IIi€T TEXHOIOTil
BOJHOYAC BHSBHJIO ¥ TpaBoBi mNpoOieMH, MOB’S3aHi 13 BUKOPUCTAHHSIM OCOOHMCTOrO KIIOYa
enekTpoHHoro mignucy. OpHier0 13 Takux mpobJeM € TMpaBoBa HEBU3HAYEHICTh JediHimii
«KOMITPOMETALIisH» 0COOMCTOr0 KIIr04a eJISKTPOHHOIO HiMHUCY.

SIkHaWBHIIIE  yperylmoBaHHS  OpoOJeMd  MpaBoOBOi  HEBU3HAdyeHocTi  jedimimii
«KOMIIPOMETAIlisD» Ta CBOEYACHE pearyBaHHsS TpaBa Ha PU3WKH, SKI BHHUKAIOTH a00 3yMOBIICHI
KOMIIPOMETAIII€}0 0COOMCTOro KITto4a eJICKTPOHHOIO MIAMKUCY, € Hapa3i akTyaJbHO MPOOJIEMOI0.

Meta crarti. Meroro naHoi cTaTTi € JOCHDKCHHS IPABOBUX MPOOJIeM, IIOB’SI3aHUX 13
BU3HAYCHHSIM JIeiHIIIIT «KOMITpOMETAIIis», SIK €JIEMEHTa IMOHSATIHOrO arapaTy B YAHHOMY 3aKOHO/IABCTBI,
a TaKOX MPOMO3HIIiT 11010 POpMYITFOBaHHS I iHIIIT «KOMITPOMETAIisl 0COOUCTOrO KITI0Uay.

Pesynbratn ananizy HaykoBux myOJjikauniii. [lutaHHSM 1paBOBOrO peryaiOBaHHA
CYCHUTPHUX BITHOCHH, TOB’SI3aHMX 3 BHUKOPUCTAHHSIM CIIEKTPOHHOTO MIANMUCY 3aiiMaluch Taki
BiTum3HsHi BueHi: Kosien I'., [lerpunbkuii A., [Tneckau B., I[Tonomapenko JI., llmipko A., Snuepa JI.,
JlokmmH A. ta iH. Cepen iHO3eMHHX BUEHHX JaHy TeMy nocmipkyBaiu: Macon C., Tipi A., Ben6o M.,
[Terpor A., be33yOrer O. 3a ocTaHHI POKM IHUTAHHS CTBOPCHHS HAIIMHMX MEXaHI3MIB BU3HAHHS
CIIEKTPOHHUX  TIANUCIB  mopymyBanu Taki HaykoBii: IlepeBosumkosa O.JI., benos C. B.,
I'opGenko 1. J1., ITotiit O. B., IToropenos b. A., Menamienko A. O., ogHak, nmpodjieMa KOMIIpoMeTarlil
B KOHTEKCTI KOMITpOMeETaIlil 0COOMCTOro KirYa €ICKTPOHHOrO HiAnucy B YKpaiHi BHCBIT/IIOBAIach
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MEePEeBAKHO B TeXHIYHOMY acrekti. Tak, y crarTi benora C. B. «Mopueni moOy0BH HalliOHAIBHOT
iHGPACTPYKTYpH LEHTPIB cepTHdIKaIlii KIOYIB Ta iX PU3MKHY» BHCBITIIOIOTHCS BUKIIOYHO HACIIIKU
KOMIIpOMeTallii enekTpoHHoro mianucy [1], a B myOmikaiii IToropenosa b. A. «lllogo Bu3HAUEHHS
OCHOBHHX KpuITOrpadiyHMX IOHITH» HATOJIOIMICHO Ha HEWTpasi3allii 3arpo3 KOMIIpOMETaIlii s
CHICTEMH YIIPABIIIHHS CIIEKTPOHHUMH KITFOYaMu [2].

Pazom 3 TM, Ha NaHWH Yac HEIMOCTATHBO TCOPETHYHHMX Mpalhb Ta JOCTIPKEHb B KOMILIEKCI
MUTaHb, sIKi BU3HAYAIOTh IE(IHIIII0 «KOMIIPOMETAIIisH» 0COOMCTOrO KIIt04Ya eIEKTPOHHOTO MiAIHUCY.

Pe3yabTar jgociailkeHb, BHUKJAA OCHOBHHMX MOJOKeHb. llepm HiDK mepedTH 10
JOCTIDKeHHS AeiHimil «KOMIpOMeETalliss 0COOMCTOro KJIYa» PO3IIISIHEMO ICTOPI0 BHHUKHEHHS
CaMoOro TEPMIHY «KOMIIPOMETAIlis» B TIPAaBOBIH MOJENI CYCHUIBHO-TIPABOBUX BIAHOCHH, IO
PETYIIOI0TH chepy BUKOPUCTAHHS ITiJIITHCY.

PO3BUTOK TeneKOMYHIKANiHHUX TEXHONOTIA CHpPUSB BHHUKHEHHIO MEXaHi3MIB OOMiHY Mix
KOpUCTYBa4aMH JJOKYMCHTaMH B €NIEKTPOHHIN (opmi, sKi MalOTh IOPUINYHY 3HaYMMICTh. [loTpeda B
BHUKOPHUCTaHHI Ta 0OMiHI TaKMMH JOKyMEHTaMH OyJia HACTUIBKH BHUCOKOIO, IO 0araTo KpaiH Maiike
OJTHOYACHO TPHUHHSIM CIeialibHl 3aKOHH, IO PEryJioBajlll OCHOBU €NEKTPOHHOI TOPriBii Ta
3aCTOCYBaHHS CIIEKTPOHHUX Tianucis. Tak, €BponelicbkuM mnapiaMeHToM Ta Panoro 13 rpymHs
1999 poky npuitasaTo JupektuBy «IIpo cucTteMy eIEKTPOHHHX MIANKCIB, 10 3aCTOCOBYETHCS B MEXaX
CmisroBapuctia», y CIIIA BBeneHno 3akoH «IIpo enekTpoHHI MiANKCH B IIIO0ANBHIN 1 HAI[IOHATBHIN
Komepiii», ®@panricto 3aTtBepmkeno Jexper «Ilpo enekrponHmid mianucy, HiMeuunHowo NpUAHSATO
denepanpanit 3axoH «I1po MUPoOBI miAIUCHY.

Onnak Ha TOM vac Hi B YKpaiHu, Hi y OUIbIIOCTI KpaiH He OYyJlO0 MPAaKTHYHOTO JOCBiIY
MoOYZIOBM CUCTEM CJIEKTPOHHHX IMIIMKCIB SK B OpTaHi3alliifHOMY, Tak i B IpaBOBOMY acrekTi. barato
HAI[IOHAIHUX 3aKOHIB PO3POOJSUIMCH SK MOJIENI 3arallbHUX TPaBHII BUKOPUCTAHHS €ICKTPOHHUX
MI/MUCIB. IIpakTryHe 3aCTOCYBAHHS BKA3aHHX 3aKOHOIABUHX aKTiB BUSIBUIJIO HH3KY HCBPETy/TbOBAHHX
HOPMaMH IpaBa CyCHlHLHI/IX BiZITHOCHH, TIOB’SI3aHUX 3 BHKOPHCTAHHSM CIICKTPOHHOIO Hi/ITUCY, B TOMY
YHCIT, 3 BIZICYTHICTIO YIiTKOI e iHIII] «KOMIIPOMETAIIisl 0COOUCTOTO KITFOYay.

Cni 3ayBakKMTH, 110 HEOOXIIHICTH CTBOPEHHS HOBOI Je(iHIIlli «KOMIIpOMeETallisi 0COOMCTOrO
KJTI04a» 3yMOBJICHA HASIBHICTIO TAKUX TPUYHH.

[o-mepire, MiXXHApPOJHI 3aKOHOJABYI HOPMH B Taily3l EIEKTPOHHOTO MiANMUCY HE MaroTh
YITKUX, 3araJIbHONPUHHIATAX BU3HAYCHD MOHATTS «KOMIpOMETalii». TepMiH «KOMIIpOMeTallis», B
KOHTEKCTI «KOMIIPOMETAIIisl eIEKTPOHHOTO MiIHICY», 3actocoBano y Tunosomy 3akoHi FOHCITPAJI
«[Ipo enexrponni mignucu i KepiBHUITBO 13 TPUHAHATTS pitieHb» [3], npuiiHsaToro y Bimai 5 mumnHs
2001 poxy Ha 34-ii cecii FOHCITPAJL, crarrero 57 sKOro MOHATTS «HEHATIHHUN cepTHdikaT»
TPAKTYEThCSI SIK TaKHi, OCOOMCTHH KIIOY SIKOTO «CKOMIIPOMETOBAHO» B HACIHiJIOK BTpaTH
mianucyBadeM KoHTpomto Haj HUM. Y CIIA moHATTS «koMIipomerallis» BH3HaYeHO HarioHanbHUM
iHcTUTYTOM cranaaptiB 1 TexHonoriid (National Institute of Standards and Technology — NIST) sk
«HEAaBTOPU30BaHE PO3KPUTTS, MOAU(IKAIlisA, 3aMillleHHsT a00 BUKOPUCTaHHS KOH(DIASHIIHHUX JaHUX
(BurOYaroun KpunrtorpadiuHi KI0YoBi TeKCTH Ta iHmn qani Lleatpy nomituku 6esnexu (CSP) [4] abo
HEaBTOPH30BaHE PO3KPUTTA, Moau(ikailis, 3aMilleHHs a00 BUKOPUCTAHHsS KOH(DIICHIIIMHUX TaHHX
(HampuKIa, KIIOYiB, METaIaHUX Ta 1HIIOT iH(OpMAIlii, O cToCyeThes Oe3nekn)» [5,6].

[lo-mpyre, BiTUM3HSHE 3aKOHOJABCTBO TAaKOXK MO pI3HOMY TpakTye AediHilito
«komrpomeranis». Tak, myHkroM 26 cratti 1 3akony Ykpainu «IIpo enekTpoHHI JOBipdi MOCIYTH»
BHM3HAUECHO, 1[0 «KOMITPOMETAIlisi 0COOMCTOro Kito4ya — Oy/Ib-sika Mol Ta/a0o i, 1o npussena ado
MOX€E TIPU3BECTH JI0 HECAHKI[IOHOBAHOTO BUKOPUCTaHHS ocobucroro kioua [7]. OnHak, Take K came
TIyMaueHHs MICTHB 1 nonepeaniid 3akon Ykpainu «[Ipo enexTponHuil nudposuii mianucy. Haxans,
Take BU3HAYCHHS 3 OJHOr0 OOKY HE HajJa€ BH3HAUYCHHs sKI camMe 00’€KTH abo Ccy0’€KTH MpaBOBHX
BIIHOCHH BYMHSIOTH BKa3aHi BHUIIE Jii Ta sAKi came Mii/ToAil MPU3BOAATH IO HECAHKI[IOHOBAHOIO
BHUKOPHUCTaHHSI OCOOMCTOrO KIFOYa, a 3 IHMIOro OOKYy HEBU3HAYEHICTh JNeQiHilii CTBOPIOE MifCTaBH
JIOBLTBHOTO TPAaKTyBaHHS BKa3aHOT HOPMH 3aKOHY.

B Toii ke yac, ykpailHChbKI TEXHIYHI CHelialicTH B Tany3i 3aXHcTy iHpOpMallii 3armpoBanim
KiJTbKa BapiaHTIB BU3HAUCHHS «KOMIIPOMETAIlisl», SIK TeXHi4HOro tepmiHy. Tak, JlemaprameHTOM
CTelialIbHUX TEeJIeKOMYHIKAllIHHIX chcTeM Ta 3axucTy iHdopmanii CmyxOm Oesneku YKpaiHu y
1999 poi mpu crBopeni HJ] T3I 1.1.-003-99 «Tepminomnorist B ramy3i 3axucty indopmamii B
KOMIT IOTEPHHX CHCTEMax BiJl HECAHKI[IOHOBAHOTO JIOCTYITY» 3aCTOCOBAHO TEPMIH «KOMITPOMETAILis»
K «KOMIIpOMeETallis (compromise) — Ii¢ TOPYIICHHS TMOJITHKKA OE3MeKH; HEecaHKI[IOHOBAaHE
o3HaliomieHHs» [8]. JlaHe BH3HaYeHHS «KOMIIpOMETallii» CHOpSIMOBaHE Ha BPEryJIIOBAaHHS
JECTPYKTHBHHUX TIO/Ii B cCUCTEMi Oe3IeKH, OB’ SI3aHMX 13 TOPYIICHHSIM YITKHX TPaBUJI BUKOPUCTAHHS
nudpoBux mignucie. [IpoTe, Take BU3HAUCHHS HE MOLIMPIOETHCS HA BIIHOCUHHU, IO BiIOYBarOThCS 13
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BUKOPUCTAHHSM OCOOHMCTOr'0 KIFOYa 11032 MEKaMH BU3HAYCHHMHU MOJITHKOIO Oe€3lekd, a cami
MOJITHKK Oe3MeKr MOXYTh CYTTEBO pi3HHTHCS. Takox, Taka JIediHIilis He MOSCHIOE BH3HAYCHHS
«HECAaHKIIIOHOBaHE O3HAHOMIICHHS.

Kpim Toro, nakazom JlepkaBHOi ciykOM creliadbHOTO 3B’SI3KYy Ta 3aXUCTy iH(opmarii
Vxpainn Big 20.07.2007 Nel4l «IIpo 3arBepmkenHsi [lonokeHHS MPO TOPSJIOK PO3pOOIECHHS,
BUPOOHUIITBA Ta eKCILTyaTalii 3aco0iB kpunrorpadidyHoro 3axmcty KoH(ifeHIiitHOT iHdGopMaii Ta
BIIKpUTOi iH(pOpMalii 3 BUKOPHUCTAHHSIM €IEKTPOHHOIO IU(PPOBOTO IiAMUCY» BH3HAYEHO OLIBII
pO3LIMpEHE TOHSTTS KOMIIpOMETallii — K OyJb-SKWi BUMAJOK (BTpaTa, PO3rOJIONICHHS, KpaJiKKa,
HECAaHKI[IOHOBaHE KOIIIOBAHHS TOIIO) 3 KIIOYOBUMH JIOKYMEHTaMH (KJIIOUOBHMH JaHUMH) Ta
3acobamu  KpunrorpadidHoro 3axwcry iHpopmalii, sSKuid Opu3BiB  (MOXKE TPU3BECTH) JIO
posroyioiieHHst (BUTOKY) iH(oOpMamii mpo HUX, a TakoK iHopmarllii, ska 0O0poOIAETHCS Ta
nepenaerbes [9]. bes cymHIiBY, 1ie HaAWOUIbIN BAajie BHU3HAUCHHS «KOMIIPOMETAIIil», AKE IOLUILHO
MOKJIACTH B OCHOBY Je(iHIIT «KOMIpOMETallis OCOOMCTOro KiIK4a» Ta 3aKpilUTH Ha PiBHI
3aKOHO/IABYOI'0 aKTa, 1110 CIPUSTHME YITKOMY 3aCTOCYBaHHIO HOPM IIpaBa.

[To-Tpete, B yKpalHCHKOMY 3aKOHOJIABCTBI CKJIallacsl CHUTYyallis, KOJNM BiACYTHICTH aediHimii
«KOMITPOMETAIlisl 0COOHMCTOro KIYa» B CYCIUIBHMX BIIHOCHHAX, SKi PEryloiTh chepy
BUKOPUCTaHHSI EICKTPOHHHMX KIIOYiB, 1M030aBWJIa TPaBO SICHOCTI Ta KOHKPETHKH, YCKJIaJIHUBIIU
MpoIiec HOoro 3acToCyBaHHs, IO 3MEHIIHIIO JIOBIPY JIO0 €NEKTPOHHUX JOKYMEHTIB Ta MPaBOYHHIB, SIKi
BUMHHJIY 32 JOIIOMOTOK0 €JICKTPOHHHUX MIAMKUCIB, IIPO IO CBITYUTH CY/10BA MPAKTHKA.

3a ocraHHI POKHM 30UTBINMIIACS KUIBKICTh MPAaBOMOPYIIEHb Ta 3JIOYMHIB, ITOB’3aHUX came i3
KOMITPOMETAIIEI0 Ta HE3aKOHHHM BUKOPHCTAHHSIM OCOOMCTHX KITIOYiB CIIEKTPOHHUX IiJMHUCIB.
[lepeBaxkxHa OUTBIIICTH 3JOYMHIB 13 BUKOPHCTAHHSIM OCOOMCTOrO KJIOYa EJIEKTPOHHOTO IiJIHCY
CKOEHI BHACIIIIOK SBHOT KOMIIPOMETAIlii OCOOMCTOro Kiro4a caMuM mifnucyBadeM. CaMe mianucyBadi
CTBOPIOIOTH YMOBH JUISI KOMIIpOMETallii OCOOMCTOro Kio4Ya i TOAANBIIOro HOro HE3aKOHHOTO
BHKOPHCTaHHsS. 3A€OUIBIION0 TaKi 3JI0YMHH 3IHCHIOIOTHCS B OAaHKIBCHKIH cepi, a TaKOK B raiysi
HOTapiaTy Ta peecTparii puandaux oci6. [Ipukianom € HU3Ka KpUMIHAJIBHUX CHpaB, Qirypantu
SKHX, Oylydr OaHKIBCHKHMH MpAalliBHUKAMH, HEXTYBaJIH IPaBUIIAMH TIONITHK OaHKIBCHKOI O€3MeKH,
i PI3HUMH MPUBOAAMH 3aBOJIOIBAIIA OCOOMCTUMH KJIFOYaMK IU(GPOBUX IMIIMUCIB CBOIX KoJjier abo
MIITIETJIAX Ta OpraHi3yBall CXeMH HE3aKOHHOTO 3aBOJIOJIIHHS KOIITaMH KITieHTiB OankiB [10,11]. Mae
MICI[e TIPaKTHKa KOMIIPOMETallii 0COOMCTOro KJIo4a HOoTapiyca abo peecTparopa IiJ Yyac BUYMHCHHS
npaBounHiB. Tak, HEMOONWHOKI BUNAJKA KOMIIPOMETAalii depe3 HEeHalexHe 30epiraHHsS Ta
3aBOJIOJIIHHSI OCOOMCTHM KITFOWeM HoOTapiyca abo peecTpaTopa, sKi MPH3BOASATH JO HE3aKOHHOTO
BiIUy)KEHHS MaliHa Ta BIIACHOCTI IIUIAXOM BTPYYaHHS B poOOTY €IMHOrO JEepKaBHOTO PEECTPY
PEUOBHX NPAB HA HEPYXOME MaHHO Ta EIMHOIO IEPKABHOTO PEECTPY FOPHIIHHX ocib Ta (iznyHUX
ocio-mignpuemiis [13]. Takok, MarTh MiClle BHUIAJAKK 3aBOJIOAIHHS CTOPOHHIMH 0COOaMu
OCOOMCTUMH KITIOYaMH KEPIBHHKIB TIIIPUEMCTB Ta TOJOBHUX OyXranrepiB a00 OTpUMaHHS TaKHX
KIIIO4iB B AKpEIWTOBaHUX IEHTpaxX cepTHdikamii KIOYIB 32 MiAPOOIECHHMHU JOBIPCHOCTSIMH 3
MOJIAJIbIIIUM BYMHEHHSAM (pIHAHCOBUX 3JIOUUHIB [14].

[To-yerBepTe, crmerudiuHi TPoOIEMH HaTaHHS IOCAYr B Taiy3i €JICKTPOHHOrO IiIIMKCY,
MOB’s13aH1 i3 KOMIIPOMETAIIIEI0 0COOUCTOro KIIoYa, MOJSTaloTh y JIOCTATHBO CKIQIHINA CTPYKTYpi Ta
BHJIaX KOMIIPOMETAII.

VY 3B’s3Ky 13 HEBH3HAYCHICTIO JeiHillii MPOMOHYETHCS MOAUIATH «KOMITPOMETAIIIIO
0COOMCTOr0 KJII04Ya» Ha SIBHY Ta HEABHY KOMITpOMeTalliro. Po3riisHemo Bka3aHi BUAM KOMIIPOMETAILiT.

SIBHOIO KOMIIPOMETAIIIEF0 OCOOMCTOr0 KIFoUa CJIijl BBAXKATH BTpATy JOCTYIY J0 iH(opmarii
0COOHCTOr0 KJIIoYa, II0 TapaHTOBAHO MiATBEP/UKYETHCS HASBHUMU (akTaMU IMOPYIIEHb MOJITHKU
0e3MeKH Ta HECAHKI[IOHOBAHOTO O3HAMOMIICHHS 13 KJIFOUYOBOKO 1H(OpMAIIi€tO.

B cBoto uepry, SsBHY KOMITPOMETAIIIFO MOXJIMBO PO3MOJIUINTH HA!

— KOMIIPOMETAIIi0, 10 Bif0yIacs 3a yyacTio abo 3 BOJII MiNUCyBaya;

— KOMIIpOMETallis, sKa 3/1iiCHeHa TpeTiMU ocobamMu 0e3 BijoMa MiANMrCyBaya.

Tak, 1o siBHOT KOMIIpOMeETallii OCOOMCTOro Kilro4a, 110 BimOysacs 3a y4acTio abo 3a BOJICIO
MiJNKCyBava CJIi BiTHECTH HACTYIHI (paKTOPH:

— BTpara (BUKpaJCHHS) KIIOYOBUX HOCIIB, BTpaTa KIIOYiB (KOMIB) Bia celidiB y MOMEHT
30epiraHHsi B HUX KIIIOYOBHX HOCIiB Ta BTpaTta KIIFOYiB (KOJIB) i3 HACTYITHUM 1X 3HAXOJPKCHHSM;

— cBigoMa a0o IUISXOM 3T0OBKHMBaHHS JIOBIPH Iiepeiaya 0COOMCTOro KIIK04a CTOPOHHIN 0co01;

— TIOpYUICHHS BCTAHOBJICHWX B OpraHi3ailii MpaBWUJI BUKOPUCTAHHS 1 30epiraHHs 0COOMCTHX
KJTIO4iB, PO3TOJIOMICHHST MEPEKHWBHUX Ta TApONiB, MApOJiB KPHUIITO3aXMCTy, MpaBui 30epiraHHs Ta
3HUMIEHHS (TIC)Isl 3aKiHYEHHsI TEePMiHY Aii) 0COOMCTOro KiIfo4va, a TaKoK BHMOT 30epiraHHsi mapois
a00 PIN-koay 10 0COOMCTOro KiItoua;
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— 30epiraHHs  OCOOHMCTOrO0 KIIO4Ya Yy  BIIKPUTOMY, He3amM(poBaHOMY  BHUTJISIL,
6esnocepenapo Ha HDD ITEOM kopucryBaya;

— KOMIIpOMETaIliss O0COOMCTOro Kiro4a, sKa 3JidCHeHa TpeTiMM ocobamu 0e€3 Bigoma
MiANMCYBava Ta TOCTYI CTOPOHHIX 0Ci0 70 KIIF040BOi iH(opMalrii;

— TIOpPYUICHHS IUIICHOCTI TeYaTOK Ha ceidax i3 KIIOYOBHMH HOCISIMH Yy pasi SKIIO
3aCTOCOBYETHCS IIPOIIeIypa oneyaTyBaHHs cer(is;

— JIOCTYITY JIO KJIFOUOBMX HOCIiB IUISXOM HECAHKI[IOHOBAHOI'O KOIIFOBAHHS;

— BWKpAaJICHHS OCOOMCTOro KJIoua B HACJIIOK BIAMOBIAI Ha 3alMT, HAIICIIAHUH 13 O3HAKaMH
maxpaiicra abo migpoOKw;

— BUTOTOBJICHHS OCOOMCTOTO KITIO4a 3a MiIpoOieHnMu TokymeHTamu [15,16].

Ha Binminy Bijg sSIBHOI KOMITpOMeTaIlii 0COOMCTOr0 KIfoUa HEesBHA KOMIIpPOMeETaIlis 0a3yeThest
Ha TMpPHITYHICHHSX a00 BepCisfX TOii, 10 CTBOpWUIM ab0 CTBOPIOIOTH YMOBH KOMIIPOMETAIlil
0COOMCTOr0 KJII04a i3 BHUKOPHCTAHHSIM CTOPOHHIMH OcCO0aMH TEXHIYHHX 3aco0iB, MPOrpamMHOrO
3a0e3nedeHHs Tomo. J{o HesIBHOI KOMIIPOMETAIlil MOXKJIMBO BiTHECTH:

— BWHHMKHEHHS IT1JI03pH HA BUTIK iH(OpMAIIiT 1010 KIIOYOBHX JTaHUX;

— BWIAJKUA KOJH HEMOXKJIMBO JOCTOBIPHO BCTAHOBUTH IO caMme BIAOYJIOCS 3 KIOYOBHMHU
HOCISIMH (B TOMY BHIIaJKy KOJHM KIFOUOBI HOCIi BHHIIIM 3 Jlaay 1 JIOKa30BO HE CIPOCTOBYIOThH
MOXIIUBICTB TOTO, IO JIaHUH (akT BiIOYBCS B pe3yibTaTi HEKOHTPOIBOBAHUX il CTOPOHHIX 0Ci0);

— Oynp-sIKi IHII MOl sIKI JalOTh MPHUBIA BBAXKATH 10 KIOYOBa iH(pOpMAIlis cTajia BigoMa
abo0 OCTYITHA CTOPOHHIM 0co0aM;

— TICPEXOIUJICHHS  CIeliaJbHUMH  TEXHIYHUMH  3aco0aMu  3BYKOBOI  iH¢opmailii,
SNEKTPOMAarHiTHOrO a00 paJiOBUIIPOMIHIOBAHHS KOMII FOTEPIB, HA SKUX 0OpOOTIOETHCS iHPOpMAITis i3
3aCTOCYBAHHSAM OCOOMCTHX KJIFOYIB;

— MEPEeXOIICHHS CIeI[iaIbHUMU TEXHIYHUMHM 3ac00aMH, CIeliali30BaHiM a00 IIMUTYHChKUM
MporpaMHUM 3a0e3rneueHHsIM iHpopMallii, sika IUpKyIoe B Internet abo JIOKaNbHIA MEPEXKI, B SKUX
00pOOITIOETHCS 1H(POPMAIIIA 13 3aCTOCYBaHHSIM 0COOMCTUX KITtoviB [16,17].

[lo-m’siTe, HesiBHA KOMIIPOMETAIliS i3 3aCTOCYBaHHSM TEXHIYHMX METOMIB Ta TPHCTPOIB
HECAHKI[IOHOBAHOI'O JIOCTYIY JI0 OCOOMCTHX KIIFOUIB MIAMKMCYBa4iB Ha ChOTOJHI OLTBII OOMEXeHa y
MPOTUIIPABHUX MOXIIMBOCTSX 4Yepe3 JOBOJI CKIAJHHNA MeXaHi3M KpUNTO3axucTy naHux. CBiToBe
HAyKOBE TOBAPHCTBO IMEPIOMYHO JEMOHCTPYE MOXIIMBOCTI TEXHIYHOTO, 3HEOCOOICHOr0 AOCTYITY JI0
KITIO4iB 0COOMCTOro enekTpoHHoro mignucy. Tak, rpyma Buenux 3 Smnonii, [lIedinapii, Hinepnanmis
ta CIIA, ychmimHO 3IIACHMIM TEXHIYHUN JOCTYN 10 AaHHMX, 3alld(ppPOBaHUX 3a JOIMOMOIO)
kpunrorpadivaoro kimoua [18]. Bimomuii kpunrorpad Ani [amip (Oyksa «S» y aOpeiatypi RSA)
PO3pOOHMB METOJ TEXHIYHOTrO JOCTYNY Ta BIITBOPEHHS OCOOHMCTOrO KIIOYAa MHUISXOM aKyCTHYHOTO
KpHUIITOAHANI3Y 0€3 sIBHOTO (Pi3MYHOro BTpy4aHHs B TEICKOMYHIKAIIHI Mepexi Ta cuctemu [19].

[To-mocre, mpobaeMu MOB’s3aHi 13 CKIaJHICTIO HaJaHHS MPABO3HABISIMH OI[IHKH IPAaBOBUX
HACJIIJIKIB KOMITpOMETaIii 0COOMCTOro Kito4a B IEpioj MDK peaJlbHUM (DakTOM KOMITpOMeETallil Ta
¢dakrom ii oQiliifHOro oOrojomIeHHs, i3 HACTYIHHM OJOKyBaHHSM a00 cKacyBaHHSM cepTHdikaTy
ocobucroro kmoya. CamMe TPOTATOM TAaKOrO TMepiofy iCHye WMOBIPHICTh 3acCTOCYBaHHS
CKOMITIPOMETOBAHOI0 0COOMCTOr0 KITH0Ya JIyIsl BUMHEHHS IiH, 1110 MAIOTh IOPUINYHI HACITIKY.

PosrisiHemMo mepelir mofiil y yaci, sKMuii YMOBHO MOJUIMMO Ha ITSITh TEPIOJNiB BiJl MOYATKY
KOMIIPOMETaIlii 0COOMCTOro KJItoUa J0 YCYHEHHS HaCJiAKIB HOro KOMIpOMETallii.

[epimwmii miepiof - e Yyac KOJIM KOMIIPOMETAIlisi 0COOMCTOro Kiova Biflysacs aje MmiAnucyBad
HE Mae MiIo3pH Ta GakTiB aBHOI a00 HesBHOI kommpomerarrii. Lleli nepio HalicknaaHime 3adikcyBaTu
MPOIECyaIbHO 1 TPABOBI HACIIAKH, SKI CTBOPIOE IIEH IMEpiojJ CKOMIIPOMETOBAHUN OCOOMCTHH KJIFOU,
MaroTh craryc OQIIIHHUX Ta TaKWX, IO Ma€ HHU3bKY BIPOTINHICTH BH3HAHHS iX B TOAAIBIIOMY
HeNIICHIMU, Yepe3 HeJIOCTATHIO JI0Ka30By 0a3y, sika 3a3BHuail 0a3yeTbest Ha mpumytieHHs X [20].

Hpyruii mepioy; XapakTepHH THM, IO y MiANKCYBaya, 3a pe3ylbTaToM CYO €KTHBHOI'O
aHali3y NeBHUX (akTiB abo momii, (opMyeThCsS IMif03pa IMOA0 MOMKIMBOCTI KOMIIPOMETAIlil
0COOHCTOr0 KITF0Ya.

Hactymuuii mepiof XapakTepu3yeThCsi HEOOXINHICTIO TPUHHATH pIlIEHHS MiAMUCyBaYeM
II0/I0 OTOJIOUIEHHS KOMIIPOMETaIlii 0co0rcToro Kiroda. TpeTid mepioj MoKe TPUBATH BijJ KUTBKOX
XBHJIMH JIO KUTbKOX [i0. lle 00yMOBIeHO HacTymHUMH (aKTOpaMH: MPUUHSATTAM PIilIeHHS MIOI0
KOMITpOMeTallii KOPUCTYBaueM, y pasi sSKIIO eNEeKTPOHHHN MiANNC BUKOPUCTOBYBABCS Ul POOOTH 3
pecypcamMu, 1110 HE HECYTh IOPUANYHI PU3UKH Ta MOTpeOye He3HAYHOro yacy. Hatomicth, NpUHHSATTS
PILICHHS 11010 KOMIIPOMETAaIlii 0COOMCTOro Kio4a, KUK MOCTIHHO BUKOPHCTOBYETHCS ISl POOOTH B
peectpax abo rpynu KIHOUYiB, IO 3a0€3MeuyroTh (YHKI[IOHYBaHHS 1H(OpMaIiiHO-00YHCIIOBAILHUX
CHCTEM Ta MEPEeX YCTaHOBH MOTpPeOye aHami3y CHTYaIlii Ta PO3paxyHKy 4acy JJisl 3aMiHU KITIOYiB Ta
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BiJTHOBIICHHSI pOOOTH cHcTeM. B opranax jiep»aBHoi Biau a00 MICIIEBOTO CAMOBPSITyBaHHS IPUHHSTTS
PIIIEHHS 00 OrOJIOIICHHS KOMIIPOMETAIlii OCOOMCTUX KITFOUIB MOXKE TPUBATH JCKUIbKA JTHIB.

OronomieHHsT KOMIIPOMeETaIlii 31HCHIOETBCS MMiJ] Yac YEeTBEPTOro mepiomy. 3aKOHOIaBCTBO
nependaydae Mporeaypy OroJOMICHHs MPO KOMIIPOMETAIIII0 NIISIXOM 3BEPHEHHS 10 AKPETUTOBAaHOTO
HEHTpY cepTudikaii KIOYIB 13 3agBOI0 MPO KOMIIPOMETAIIO0, SKa TepeaacThCsl OyIAb-TKUMH
TEXHIYHUMHU 3ac00aMK KOMYHIKallii [7].

Ocranniit nepiog nependaueno 3akonoM Ykpainu «I[Ipo moBipui mocimyru» i BiH He TOBHHEH
MEpEBHIIYBaTH 2 TOMUHH, TpoTsiroM sikux ceptudikat ELIT 6mokyeTsest abo ckacoByeTbes [7].

AHanmi3youd erany KOMIIpOMETalii BiJ peanbHOro ¢axrty KoMmmpomeramnii Ta (akry
o(iiiiHOro OMOKyBaHHS ab0 CKAacyBaHHs CepTH(IKATy OCOOMCTOro KItouya EICKTPOHHOIO IMiAIHUCY,
MOXEMO CTBEPKYBaTH, IO HAWOUIBIIOMY PH3HMKY IiJJIAalOThCS MAil i3 OCOOMCTHM KIFOUeM, SIKi
3MIACHIOIOTHCS B MEPIIUH TEPioJ,, OCKUIBKHM MOXKIWBICTH 300py JIOKa30BOI 0a3u IOJI0 BUHMHCHHSI
CYCIIBHO HEOE3IEUHOro JiSIHHS 13 BUKOPHUCTAHHSIM CKOMITPOMETOBAHOTO OCOOMCTOrO KJIH04a Mae
HU3BKY BIpOTiTHICTb.

[To-chome, Ha CBHOTOIHI B 3aKOHOJABCTBI TOHSTTS KOanOMeTaui'l' 0COOMCTOr0 KOJII0Ya
SNEKTPOHHOTO mzumcy (aKTHYHO HE Ma€ YiTKOro BU3HAYCHHS Ta nepenncy noJiii abo mijcras, M0
Naf0Th MOKJIHBICTh 6e33anepequ BBKATH IX KOMIIPOMETAlliiHUMH, 1, BIAMOBINIHO, 0a30BUMH
«MasikaMu» U TIPaBO3HABIIIB, SIKI CHOTOJHI OLIHIOIOTH IMPEIENCHTH TOPYIICHHS 3aKOHO/aBCTBA,
MOB’s13aH1 13 BUKOPHCTAHHSIM OCOOMCTOrO KIFOYa EIEKTPOHHOTrO IH(PPOBOTO MiJIKHCYy BHKIIOYHO B
KoHTeKcTi cratedd 361-363 KpuminanbHoro konekcy Ykpainu. Jlucrnosumii mux crateil BU3HAYAIOTH,
10 0COOMCTHH KITIOY TIIKCYyBada, MOXKIIMBO KIACH(IKYBATH SIK MPeAMET a00 3HAPSIIA 3IMOUNHY, K
TEXHIYHUH 3aci0 HECAHKIIIOHOBAHOTO BTPYYaHHS B POOOTY ENEKTPOHHO-OOYHCITIOBANLHUX MaIlHH
(KOMIT 10TepiB), aBTOMATH30BaHUX CHCTEM, KOMIT FOTEPHUX MEPEK UM MEPEXK €IeKTPO3B 53Ky [21].

B To#i ke wac, mii abo Oe3misMBHICT MiANMCYBaya, sIKi MPU3BENIH 10 KOMIIPOMETAIil
0COOMCTOr0 KITF04a eJICKTPOHHOIO MIAMUCY, SK 1 MOHATTS «KOMITPOMETAIlil 0COOMCTOr0 KII04ay MOKH
0 He 3HAMIIUIM MPaBoOBOi OIIHKK. BifcyTHICTH meperiky 6a30BHX 03HAK KOMIIPOMETallii 0cOOUCTOro
KIIfo4a  €JIEKTPOHHOI'O IMIJNMKUCY CTBOPIOE HEOJHO3HAYHICTh TPAKTYBAHHS IPABOOXOPOHHUMH
OpraHaMu, CyJAaMH Ta aJBOKATYPOH O3HAaK 3JI0YMHIB, 110 BUMHEHI 13 BUKOPUCTAHHSAM EJIEKTPOHHOTO
MINCY, 10, B CBOIO YEPTy, CTBOPIOE YMOBH JUIsl YHUKHEHHS BiJl TTOKapaHHSI.

Omxe, aedinimis «KoMIpoMeTallisy B HHHI JIFOUOMY 3aKOHOMABCTBI - 1€ (PaKTUUHO
PO3IUIMBYATHI TEPMIiH, JJIS SIKOTO MOXKYTh BUHUKATH IOTPaHUYHI BHINAIKH, y SKHX MOXe OyTH
HE3PO3yMUIMM YH JOIYCTUME BUKOPUCTAaHHS TEPMiHYy 4d Hi. Tomy, CIiJi PO3LUIMPUTHA BCTAHOBIICHY
MPAKTUKY BUKOPUCTAHHS JEe(iHIIiT «KOMIIPOMETaIlis, 1100 3p00UTH TEPMiH MEHII PO3ILTUBYACTHM Ta
OuIbII iH(OPMATHBHUM, BpaxyBaTH MOHSTTA SIBHOT Ta HESIBHOI KOMIIPOMETAIIii, IO CIPUSTHME OLTbII
SKICHOMY 3aCTOCYBaHHIO HOPM TIpaBa.

be3 cymHiBy, icHytoui mpoOieMyu B TpaBOBi MOJENi CYCIUIHHO-NPABOBUX BIIHOCHH, IIO
peryiroTh cdepy BHKOPUCTAHHS EIEKTPOHHOTO MiINHCy, (OpPMYIOTh B IUIOMY HEAOBIpY 10
3aKOHO/IaBCTBA B c(epi ENEeKTPOHHOrO MiANKCY, TOB’s3aHYy caMe i3 HEBU3HAYeHICTIO aediHimii
«KOMITPOMETAIlisl», CTBOPIOIOTH CYMHIB 10 HaJIIHHOCTI EJICKTPOHHHMX MIAMMCIB, ILTICHOCTI
CNEKTPOHHUX JIOKYMEHTIB MiIMUCAHUX HUMH, JOCTOBIPHOCTI MPAaBOYMHIB BUNHEHUX HOTapiycamu Ta
JICp’)KaBHUMH PEECTPATOPaMH B €NIEKTPOHHOMY BWIVISIL, HE3MIHHOCTI iH(opMallii BHeceHol B €auHUI
JICp>KaBHUHN PEECTp peuoBUX NpaB HA HEPyXoMe MaifHO Ta €UHUN Jiep)KaBHUN peecTp IOPUINYHHUX 0Ci0
Ta PI3UYHUX OCIO-TIIAMPUEMITIB, HAIMHOCTI Yrojl Ta JOrOBOPIB, YKIIAJICHUX B €IEKTPOHHIH (OpMI TOIIIO.

3Bakalouyd Ha HaAsSBHY HEBPErylbOBaHY HOPMaMHU MpaBa MpoOieMy CYCHUIbHHX BiJJHOCHH,
MOB’si3aHy 3 BUKOPHCTAaHHSIM €JIEKTPOHHOTO TIANMUCY, BBa)XA€ThCS 3a JOIUIbHE 3alpOBaIUTH
nediHilito «koMIpoMeTallis OCOOMCTOro KIIF04a eJIEeKTPOHHOTO MIAMUCY» Ta BUKIACTH 11 B HACTYITHIN
penaxkiii: «Kommnpomerariiss 0coOMCTOro KJto4Ya EIEKTPOHHOrO ITNUCY - sIK Oynab-siKka siBHA a0o He
sBHa TIofisi Ta/abo mis (BTpaTa, PO3TONOMICHHS, KpaJikKKa, HECAHKIIIOHOBAHE KOIIIOBaHHS TOIIO) 3
JaHUMH OCOOMCTOTO KITIO4a eNEeKTPOHHOI'0 TMiAMUCy Ta 3aco0aMy KPHNTOrpadiuHOro 3aXUCTy
iHpopMarlii, 1m0 mpu3Bena ad0 MOXKE MPHU3BECTH 10 HECAHKIIIOHOBAHOTO PO3TOJIOIICHHS, 3MIHHU,
3HUIICHHS, OJOKYBaHHS, TIIEPEXOIJICHHS, KOMIIOBAaHHSI Ta BHUKOPUCTAHHS OCOOMCTOro KIIoYa
CIIEKTPOHHOTO MIMKCY, a TAKOXK iH(OpMaIlii, sika 00pOOISIETHCS Ta MEPEIAETHCS 32 HOTO JOIMOMOTOXO.

SIBHOIO KOMITPOMETAIIIEI0 OCOOUCTOrO KIII0Ya EJIEKTPOHHOTO MiJAMUCY € BTpaTa JOCTYIY 0
iH(OopMaIii 0co0MCTOro KI0Ya, 3a y4acTio abo Oe3misUIbHICTIO MiAnmucyBadya abo TpeTix ocih 6e3
3aCTOCYBaHHS TEXHIYHUX 3aCO0IB.

HesiBHOIO KOMITPOMETAIIiEI0 0COOUCTOTO KITFo4a CICKTPOHHOIO MIJIHCY € BTpaTa OCTYITy 110
iH(opMaIii 0coOMCTOro KIto4Ya EIEKTPOHHOTO MiANMUCY i3 3aCTOCYBAHHAM OYAb-SIKHX TEXHIYHUX
3aco0iB 03 yJacTi minucyBayay.
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Jlane BH3HA4YeHHS MICTHTh 3arajlbHy HOpPMY KOMIIpOMETAllii Ta JBa Jeraji30BaHUX
BH3HAUCHHS SIBHOI Ta HEABHOI KoMrpoMerallii. Takuii miaxia T03BOJUTh 3AIMCHIOBATH OLIBII SIKICHY
KBaJTipiKaIl0 CYCHITbHO HEOE3MEYHHX MPOTHIIPABHUX il i3 BUKOPUCTAHHSIM OCOOMCTOr0 KITIOYa
SNIEKTPOHHOTO TI/IMTUCY.

Baprto 3a3HaunTH, 10 37I0YHH, SK 1 Oy/Ab-sKe iHIIE MPAaBOMOPYIICHHS, € BYNHKOM JIFOJHHH.
AJle Ha BIZIMIHY BiJl IHIIWX BYMHKIB JIFOJWHU 3JI0YHMH 33 CBOEIO COLIAJIBHOI CYTHICTIO € TIOCATaHHIM
Ha Ti BITHOCHHHM, IIO CKIIAJIMCS B CYCIUIBCTBi, BiJJOOpa)karoTh HOrO HAWOUIBII BaXXJIWBi iIHTEpECH,
BHACIHIZIOK YOTO OXOpPOHSIFOTHCS 3aKOHOM. Kommpomerarifo 0COOHCTOro KIO4a elIeKTPOHHOTO
MIANKCY CIiJ] PO3TJISAaTH caMe sSK CBIJIOMHI BOJBOBUM BYMHOK JIFOJWMHHU, SIKAH BUPKCHHUH Y
KOHKpeTHIN nii abo Oe3mismbHOCTI. CycminbHa HeOe3neuHiCcTh KOMIpPOMeETalii 0cOOMCTOro Kiroya
CNEKTPOHHOTO IIJNHCY, SK MaTepialbHa O3HaKa 3JIOYMHY TONATaE B TOMY, WIO JiSHHS 4YH
OC3MISIbHICTD 3aIlOJIiI0€ IIKOAY BIIHOCHHAM, SIKIi OXOPOHSIOTHCS 3aKOHOM, a00 MICTUTh y €001
pealibHy MOKJIMBICTB 3allOfissHHs Takoi 1mkojau. lle - o0'eKTMBHa BIACTHMBICTh 3JI0YHMHY, pealibHE
MOPYIICHHS BIIHOCHH, IO CKJIANKCA B CYCHUILCTBI B cdepi eNeKTpOHHOro Mianucy. 3HadeHHS
CYCHUTPHOI HEOEe3MEeYHOCTI KOMIIpOMETalii 0COOMCTOro KI0Ya EIEKTPOHHOTO IMiJIHCY  SIK
MaTepiaJbHOI O3HAKU 3JIOYMHY IOJISITa€ B TOMY, IO BOHA, IO-TIEPIIE, € OCHOBHHM OO0'€KTUBHUM
KpUTEPIEM BU3HAHHS [iSIHHS 3JI0YMHOM; TMO-ApYyre, JO3BOJISE JaTH KiIacu(iKaliio 3JI0YMHIB 32
CTYIIEHEM TSKKOCTI; MMO-TPETE, BU3HAUAE MEKY MK 3JI0YMHOM Ta IHIIMMH TPABONOPYIICHHSIMH; 110~
YeTBEPTE, € OJIHIEIO 3 3arajbHUX 3acajl IHIUBITyami3allii BiloBifadbHOCTI 1 mokapaHHs [22].

Kpim Toro, BU3HaUCHHS «sIBHA KOMITPOMETAIIisH» CIIPUATUME MOMIIMBOCTI HaJAaHHS FOPHUIMIHOI
OLIHKM BYMHKaM SK IIANKCyBaya, BJIACHMKA OCOOMCTOrO KIIOYa, TaK 1 TPETIM ocobaM, siKi HUM
3aBOJIOJIUIM Ta HECAHKIIIOHOBAHO BUKOPHCTOBYIOTh. B TOif ke yac, BUKOPUCTAHHS MOHSTTS «HESIBHA
KOMIIPOMETAIlisD» JT03BOJIUTh JeTalbHillIe KIacu()iKyBaTH CYCHUIbHO-HEOC3MEUHI TIsTHHS, SKi CKOIOOTh
CTOCOBHO OCOOHCTOr0O KIJfoYa MiAnucyBada abo i3 Horo BUKOPUCTAHHIM B KOHTEKCTI crarteit 361-363
KpuminanbHOro Kozjekcy YKpaiHH, sKi peryiiolTh CYCHUTbHI BiIHOCHHHU y cdepi iHdopmartiinoi
JUSTTBHOCTI, B TOMY YHCII 1 €IEKTPOHHOTO MiJIHCy, Ta OKPECIOITh OCOOIMBUN BHUJ 3JIOYMHIB,
MOB’SI3aHUX 13 HE3aKOHHUM BHUKOPHCTaHHSM Cy4YacHUX iH(OpMAaNiiHUX TEXHONOri 1 3aco0iB
KOMIIT'FoTepHOl TexHiku. KoMnpomerariito 0coOUCTOro Kiro4a eJIeKTPOHHOIO MIIUCY CIIil BIHOCUTH
JI0 3a3HAYCHUX B 3aKOHI HACIIJKIB BUMHEHHS 3JI0YMHIB, repeadaueHux cT. 361-363 KpuminaibHOro
KOJIeKCy YKpaiHH - BUTOKY, BTPaTH, MipoOsieH s, OI0KyBaHHs iH(opMallii, CHOTBOpPEHHS mpoiiecy i1
00poOKHK abo MOpyIIEHHs BCTAHOBJIEHOTO MOPSAKY ii MapipyTu3aii [23].

Jedinimiro «KOMIpOMETallis 0COOMCTOr0 KIIIYay y 3alpOINOHOBAaHIM penakilii BHECTH 0
nyHKTy 26 cratti | Posuiny I 3akony Ykpainu «I[Ipo enekTpoHHI JOBipUi TOCTYTH».

BucnoBku. BpaxoByroun npoaHaizoBaHi i IX0/1 10 BU3HAYEHHS! KOMIIPOMETaIlii 0COOMCTOro
KJIF04a, ii BUJM Ta XapaKTEePHI 03HAKH, MOXKJIMBO 3POOMTH BHCHOBOK, IO BIICYTHICTH 3aKOHOJABYOIO
BPETYJIIOBAHHS TAKOTO CYCHUIBHO HEOE3NMEUHOro MisSHHS K «KOMITPOMETAIlisi OCOOMCTOrO KItoua» B
cdepi nmpaBa BIUTMBAE Ha CTAOUIBHICT 1HMOOPMAIIIMHUX PECYPCIB JEP)KaBHU Ta X OC3IeKYy.

Orxe, 3a0e3MeYyI0Yn YiTKICTh 3aKOHOIAaBYOl MOBM Ta BHU3HAYEHICTH IIPABOBMX HOPM HOBa
3aKOHO/IaBYa ACDIHIIISN «KOMIPOMETAIlisT 0COOMCTOr0 KIIoYa EJIEKTPOHHOTO MiAMUCY» CIPHUITHME
MPAaBOBOMY DETYJIIOBAHHIO CYCIUIBHUX BIJIHOCHH, IIOB’S3aHWX 3 BUKOPHCTAaHHSM EIEKTPOHHOTO
K MPOBOro MAMUCY, YITKIA KiIacubiKaIlii 3I0YMHIB Ta IMPABOMOPYIICHb, BUMHEHUX 13 BUKOPUCTAHHSIM
0COOMCTOr0 KJIIoYa EIeKTPOHHOTO ITJMHCY, a TaKOoX IMiBUIIMTH JOBIpY IO HAAIHHOCTI TaKWX
MIMKCIB Ta NEKTPOHHUX JIOKYMEHTIB MiJIMMCAHUX HUMH, CIIEKTPOHHUX CEPBICIB, YTOJl Ta JIOTOBOPIB,
VKJIQJICHUX B €JIEKTPOHHIM (opMi i3 BHKOPHUCTAHHSAM EIEKTPOHHOIO MiANUCY, CTUMYIIOBATHME
PO3BHUTOK TPaHCKOPJIOHHOI €IEKTPOHHOT TOPTiBIIi Ta MOCIYT.
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